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Disclaimer 

The following presentation does not 
necessarily represent the specific views, 

processes, or operations of any of my 
current or previous employers  

  

What it does represent is a summation of my 
experiences, knowledge gained, and lessons 
learned as both a manager of and participant 
in Incident and Major Incident Handling over 

a 27+ year span 
 

Note: This is a revised and updated version of my iCMG Architecture World presentation of 
2009 and was presented at the itSMF Toronto Dinner Seminar Oct 26th, 2011 
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Biography 

Braun Tacon, a 15 Information Technology veteran at Nike Inc. is now 

working as an independent consultant.  In his past he has worn quite a 

few IT Service Management  hats over the years, including Principle 

ITSM Architect developing and overseeing core ITSM policies, 

standards, and processes for Nike and itôs co-sourcing partners.  

Previous roles include Global Information Security Operations 

Manager (5 years), Systems Manager at Nike IHM (4 years), and 

Desktop Support team(s) Lead (18 months).  Prior to joining Nike, 

Braun did a 15 year stint as an Air Traffic Controller, Supervisor, and 

Instructor for the United States Air Force 

  

Braun is married to his wonderful wife of twenty-five years, Debra, and 

is blessed with four sons and one grandson.  He also enjoys opining 

on IT Service Management Practices and other sundry 

ñNon-ITSMò topics at his blog, BraunsBlog.com 
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Presentation Abstract 

Anyone who has ever flown on a commercial airliner has experienced a Major Incident Handling 

plan.  From the steward and stewardess droning on about seat belts and oxygen masks, to the 

pilots in the cockpit reviewing checklist after checklist, to the little cards in the seatbacks ahead of 

you detailing exit locations and water landing procedures,  all of these are examples of Major 

Incident planning in support of the airlineôs Risk Management goals and objectives.  Plans such 

as these not only make good sense but are critical requirements driven by fiduciary responsibility, 

moral obligation, and legislative and safety mandates. 

  

That said, many organizations continue to do business with no Major Incident Handling plan in 

place as part of their overall Organizational Risk Management strategy.  Worse yet, when it 

comes to addressing that gap, far too many choose to remain in denial leaving Major Incident 

planning for the proverbial, ñénext fiscal year.ò 

  

This does not need to happen.  All that is required is some forethought and a common sense 

approach to planning and documentation.  The goal of this presentation is to clearly demonstrate 

why a Major Incident Handling plan is a core business requirement in todayôs world.  To provide 

you some tools that you can use as a starting point for creating your own Major Incident plan and 

to show you how relatively simple actions like creating flowcharts, procedures along with solid 

testing can bring big returns to the organizationôs overall risk posture.  This in turn allows for an 

increased risk appetite, creating opportunities for a more a dynamic, agile, and competitive 

business strategy. 
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Purpose / Goals 

ÅTo demonstrate that Major Incident Handling is a 
mandatory requirement of an effective Risk Management 
Portfolio 

 

ÅTo propose a business case that demonstrates this in 
such a way that is not easily rebutted 

 

ÅTo provide tools and techniques to help you begin to use 
Major Incident Handling Planning in your own Service 
Design and Operations Lifecycle 

 

ÅTo get valuable feedback as a outcome of this 
presentation (both confirming and challenging) 
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Prequel ï A Fictional Account of a Very Real Event 

ÅWho is FauxCorp? Can you relate to this fictional 

company? 

 

ÅHow did the absence of a plan hurt them? 

 

ÅWhat factors were out of their control? 

 

ÅWhat factors were completely within their control? 

 

ÅWhere a plan would have helped? 
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Why Are We Talking About This?  
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×Major Incidents Happen 

 

×What Constitutes a Major Incident? 
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Major Incidents Happen 

ÅSometimes they are caused by technological and / or human 
failures 

ïTimeline of RIM Blackberry Outages Including the Global Outage 
of Oct 10th 2011 (Most Significant in Time/Impact in RIM History) 

 

ÅSometimes they are a result of natural forces beyond any 
human control 

ïHistory of Tohoku Japan Earthquake and Tsunami of March 2011 

 

ÅMajor Incidents can also be the result of criminal or other 
nefarious behavior 

ïStuxnet: A Demonstration of the Use of Malware for Industrial 
Subversion and Espionage 
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What constitutes a Major Incident? 

ÅThere are many definitions for the term Major Incident in the common 
lexicon. Regardless of what definition you assign to the phrase this 
much is certain: 

 

ïMajor Incidents are unpredictable 

 

ïMajor Incidents are statistically probable 

 

ïDealing with any Major Incident demands a plan 

 

ïAny plan should be tailored to your specific industry, discipline, and 
needs 
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FauxCorp ï Analysis/Recommendations  
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×Major Incidents: Why Plan? 

 

×A Major Incident With No Plan 

 

×A Major Incident With a Plan 
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Major Incidents: Why Plan? 

Would youé 

 

ïParticipate in the sport of parachute jumping without a reserve 

parachute? 

 

ïGo open water diving without a reserve air supply or a buddy? 

 

ïFly in a jetliner that did not have capability to deploy oxygen 

masks in an emergency? 

 

ï In all probability you would not.  Why? 
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Major Incidents: Why Plan? 
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It is a fact that parachutes seldom fail, 

but when they do a reserve is needed 

Most diving fatalities are caused by 
insufficient air or situations that 
require a buddyôs assistance 

At the altitudes that jetliners 

fly, a loss of cabin pressure 

is certain death without 

supplemental oxygen 

Plans such as these are nothing more than ñcommon senseò 
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A Major Incident: With No Plan 
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A Major Incident: With No Plan 

Å How did the absence of a plan hurt FauxCorp? 

ï There were no specific instructions for handling an unusual and / or rare event 

ï Individuals handled their responsibilities and accountabilities differently 

ï Expectations and escalation paths were not well defined 

ï Net:  There was no urgency or synergy applied to Resolving the Major Incident 
until it was too late 

 

Å Factors out of their control 

ï Long weekend 

ï Minimum staffing 

ï Anti-virus definitions 

ï Software errors 

 

Å Factors within their control 

ï Little or no event correlation 

ï Nil or poorly maintained Call Lists 

ï No formalized method existed to assess a developing or immanent situation for 
Impact or Risk 

ï No defined escalation paths to technical teams and management 

ï Maintenance of their AV systems 
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A Major Incident: With a Plan 
FauxCorp Virus Event Incident Log ï Page 1 of 1 

Å July 3rd 11:01am ï FauxCorp receives AV definition update from vendor 

Å July 3rd 11:35am ï AV definitions begin to deploy to servers and clients 

Å July 3rd 11:46am ï SD receives first call from customer in SE Asia concerning possible virus on Desktop.  Ticket is routed 
as routine to AV support 

Å July 3rd 12:45pm ï By now, five client tickets have been opened for possible virus. Because FauxCorpôs Major Incident 
Plan calls for escalation of rare or unusual events, the SD Incident Manager is notified 

Å July 3rd 1:45pm ï A total of 8 client AV ticket have been routed to AV support.  Additionally SMS has now identified 26 
servers with possible virus. SD does not treat these as individual events, but instead begins tracking all Incidents as one 
Problem.  Also, because it is a Problem ticket it becomes a Major Incident Referral and the Problem ticket is placed in the 
Incident Manager  queue 

Å July 3rd 1:50pm ï The SD Incident Manager contacts both the AV and server support managers and they discuss the 
Incidents.  They all agree it warrants further investigation and schedule the next call in 15 minutes, sooner if the situation 
appears to be worsening 

Å July 3rd 1:59pm ï A server technician doing routine maintenance in Sydney Australia calls SD and reports that 5 of his 25 
servers are reporting a virus.  This information is passed to the Incident Manager who calls the AV and server support 
manager to discuss.  They all decide it is best to err on the side of caution and declare a Major Incident 

Å July 3rd 2:10pm ï A command center has been established and relevant technical teams are being engaged to form the 
Business Recovery Team.  A communication is sent to senior management and technical teams.  A bridge number and call 
schedule  is communicated. Since this appears to be a virus issue the AV manager will take on the Role of the Major 
Incident Manager for this event, and will lead the Business Recovery Team efforts  

Å July 3rd 2:40pm ï A call is made to the AV vendor support; FauxCorp and the vendor begin to analyze the Problem 

Å July 3rd 2:50pm ï Vendor states that preliminary indications are that this is a conflict between today's definition update and 
out of support AV engines.  They further state that no permanent damage will occur as long as the system is not rebooted 
before remediation is performed 

Å July 3rd 2:55pm ï A quick check of SMS shows which servers are running the out of support software.  The majority of 
them are the SORT servers.  It is noted that a Change Request is in place for those servers to reboot at 5:00pm.  The 
Business Recovery Team calls the SORT upgrade team.  The planned patch is canceled and the SORT system get to see 
another day, albeit without the upgrade 
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Event Correlation 

Call List  / Escalation 

Plan in action 
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A Major Incident: With a Plan 

Å How did the presence of a plan aid FauxCorp? 
ï There are specific instructions for handling an unusual and / or rare event 

ï Individuals handle their responsibilities and accountabilities consistently and to Standards 

ï Expectations and escalation paths are clearly defined.  This allows staff to contact senior 
management immediately to get guidance and next steps 

ï Net:  There is an immediate synergy applied to Resolving the Major Incident which not only 
prevents the loss of FauxCorpôs Reputation and Customer Trust, but also insures the success 
of the SORT upgrade, the Global Sales-All, and saves FauxCorp a lot of money and resource 
time 

 

Å Factors out of their control 
ï Long weekend 

ï Minimum staffing 

ï Anti-virus definitions 

ï Software errors 

 

Å Factors within their control 
ï They have a documented method and / or process to provide event correlation 

ï Call Lists and Call List maintenance are defined in a Policy and Standard 

ï A formalized method exists to assess the Risk and Impact from a building or immanent 
situation 

ï There are defined escalation paths to both technical teams and required management which 
provides for a more cohesive, inclusive, and effective Business Recovery Team 

ï The Event surfaces a flaw in the maintenance of their AV systems which is Resolved 
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Building Your Major Incident Plan  
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×Major Incident Handling ï Finding Your Way 

 

×Major Incident Handling ï Where Am I Going? 

 

×Major Incident Handling ï How To Get There 

 

×Major Incident Handling ï WIFM? 
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Major Incident Handling ï Finding Your Way 
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1. Head southeast on W 1st St toward S Main St  

2. Take the 1st left onto N Main St  

3. Take the 2nd right onto W Aliso St  

4. Merge onto US-101 S via the ramp on the left to 

Interstate 10 Fwy E/Interstate 5 Fwy S  

5. Slight left onto San Bernardino Fwy (signs for San 

Bernardino/Interstate 10 E)  

6. Continue onto I-10 E  

7. Take exit 58A to merge onto I-15 N/Ontario Fwy 

toward Barstow/Las Vegas Continue to follow I-15 N 

 

 

 

 

My Trip ï Where Am I Going 

My Trip ï How To Get There 

Building a Major Incident Handling Plan is much 

like planning a cross-country trip.  Youôll need to 

know where you are going, but you will also need 

to know how to get there 
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Major Incident Handling ï Where Am I Going? 
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Major Incident Handling ï How To Get There 
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Major Incident Handling ï WIFM? 

Whatôs In It For Me? 

ïIn the advent of a Major Incident having a well 
developed, trained and tested Major Incident 
Handling Procedures and Plan document will go a 
long way to ensuring that when individuals are 
called upon to respond they know exactly what they 
are to do, and just as importantly, they know exactly 
what they are not to do 

 

ïThis is the reason why the people who sit in the exit 
seat on airliners are given a second safety briefing 
prior to takeoff 
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×Making the Business Case 

 

×Organizational Risk Management 

 

×Points / Counter Points 

 

×Thanks and Closure 

 

×Tools 

www.BraunsBlog.com 

Summary  
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Summary ï Making the Business Case 

ÅClearly for FauxCorp the absence of a Major Incident 
Handling Plan was extremely damaging 

 

ÅThe worse damage from the Incident was the loss of 
Brand Reputation and Customer Trust 

 

ÅEqually as clear, a Major Incident Handling Plan would 
have provided a much higher probability of preventing 
that damage 

 

ÅNow letôs tie it back to Organizational Risk Management, 
the other half of this presentation 
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Summary ï Organizational Risk Management 

ÅOrganizational Risk Management is a Portfolio of 

Governance and Services 

 

ÅMajor Incident Handling is just one of those Services 

 

ÅTo have Major Incident Handling you need a plan 

 

ÅHaving that plan provides agility and confidence when 

making sound business decisions 
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